[Ipunoxkenue 2
K 00s3aTe/ILHOH HHpOPMaLIUK
JUIsl pasMeIlCHUs Ha caiTe

HHO®OPMAIHOHHAS ITAMSITKA
A OBYYAKOLUXCS JIVISI PASMEULEHU S
HA O®ULHAJBLHBLIX HHTEPHET-PECYPCAX

C KaXIbIM roIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHLCS GO/IbIIE, @ HIKOJIb-
HUKM OJIHM M3 CaMbIX aKTHUBHBIX IoJb30oBareiieii Pynera. Mexay tem, noMumo
OrpPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U Nnpodiiembl. JTa namsr-
Ka JIOJIKHA MOMOYb TeO¢ ©C3011aCHO HaXOAHUTECH B CCTH.

KomnbslorepHsie BUPYCHI

KoMIbloTepHBIH BHPYC - 9T0 Pa3HOBM/IHOCTh KOMIIBIOTEPHBIX [1POrPaMM,
OTJINYHMTENBLHOH OCOOCHHOCTBIO KOTOPOH ABIAETCA CIIOCOOHOCTh K PA3MHOKCHHIO.
B jononnenue K 5ToMy, BUPYChl MOTYT HOBPEIUTh WIIH TOJIHOCTBIO YHHUYTOKHTE
Bee (aiiiibl ¥ JIaHHbBIE, IT0JKOHTPOJILHBIC [10JIB30BATENI0, OT HMEHH KOTOPOro Obuia
3anyllleHa 3apaKeHHas MporpamMma, a TakKe MOBPCAWTE WM JaKe YHHYTOKHTE
OTepalMOHHYI0 CHCTeMY €O BceMH (aiiamu B nesnoM. B GonpmmHCTBE cliyyacs
pacrpoCTpansioTCs BUPYChl Yepe3 HHTEPHET.

MeToabl 321K TEI OT BPEJOHOCHDBIX [IPOIPAMM:

I. Mcnonp3yii coBpeMeHHbIE ONEepallMOHHBIC CHCTEMBbI, MMCIOLIHE CCpbe3-
HBIH yPOBEHb 3aLUTLI OT BPEJIOHOCHBIX MIPOIPaMM;

2. IlocTosAnHO ycTaHaBnuBai a4ty (UMQPOBbLIC 3aIUIATKH, KOTOpPbIC aBTO-
MaTHYECKH YCTAHABINBAIOTCA C LE/BIO A0padOTKH NpOorpaMmel) v Jipyrue oOHOB-
JIeHWs CBOEH onepanMoHHON cHereMbl. CKaduBail MX TOJBKO ¢ O(HLHAIBLHOIO
canrta paspaborunka OC. Eciid cyuiecTByeT pekuM aBTOMaTH4eCKOro 0OHOBIe-
HUS, BKJIIOYH €ro;

3. PaGoraii Ha cBOEM KOMIBIOTEpE 110/1 IPaBAMHM [10JIb30BATEIIs, @ HE a/[MHU-
HUCTPaTopa. DTO HE MO3BOJUT GOJBLIIMHCTBY BPEJOHOCHBIX [TPOIPAMM HMHCTAILIN-
pOBaThCA HA TBOEM MEPCOHATILHOM KOMITBIOTEpE;

4. Mcnonb3yil anTMBHpYCHBIE [IPOIPAMMHbBIE TIPOJYKTbI M3BECTHLIX MPOM3-
BOJIMTENIEH, C aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OrpaHnub QpU3HYECKUI JJOCTYII K KOMIIBIOTEPY JUIsi TOCTOPOHHUX JIMLL

6. HMcrione3yit BHemHue Hocureln uHdopMmalnu, rakue Kak (uieiuka, JIMCcK
UM (paiiin U3 HHTEPHETA, TOJIIBKO M3 IIPOBEPEHHbIX HCTOYHUKOB;

7. He orkpbiBaii KomIbioTepHbIe (aiiibl, 10JYYEHHbIE U3 HEHAJIEKHbIX MC-
TouHuKoB. [laxe Te daitnbl, KoTopsie npucian TBOH 3HakoMbid. Jlydine yrounu y
HETro, OTIIPaBJIAJ JIH OH Tede HX.

Cern WI-FI

Wi-Fi - 910 He BU/I nepe/laun JJaHHbIX, HE TEXHOJIOTHs, 4 BCEro JIMib OpeH,
mapka. Eue B 1991 roay Huaepinanjickas KomIaHus saperucrpuposaia Operi



"WECA", 9ro obosnavano ciosocoderanne "Wireless Fidelity", kotopsiii nepe-
BOJIMTCS Kak "OecIpoBo/IHAS TOYHOCTR" .

Jlo Haiero Bpemenu Jionuia jipyras abopesuarypa, Kotopas ABJsieTCs TaKoil
Ke TexHosorueil. Dro abOpesuarypa "Wi-Fi". Takoe naspanue Obu1o jaHo c
HaMEKOM Ha CTaHJlapT BbIClIel 3BYKOBOH TeXHUKH Hi-Fi, uro B nepesoie o3naya-
eT "BbICOKAsi TOUHOCTE".

Jla, 6ecrinaTHblit uHTEpHET-10CTYN B Kade, OTeNsX U aIpoIoprax sB/sercs
OTJIHYHOM BO3MOKHOCTBIO BBIXO/a B MHTepHer. HO MHOrMe JKcneprbl CHHTAIOT,
uTo odburenoctyrnHeie Wi-Fi cetu e spisiiorcest 6e30macibIMM.

Cosetsl 110 Ge3onacHocTi paboThl B 00EeA0CTYIHLIX ceTsX Wi-fi:

1. He nepenasaii coto nuunyto uadopmaiuio yepes obiepoctynusie Wi-Fi
ceTH. PaGoras B HUX, JKeTaTCIbHO HE BBOAMTH LIAPOJIH A0CTYIIA, JOIHHLI H KaKHe-
TO HOMEpa;

2. Ucnonb3yit 1 0OHOBIIAR QHTHBUPYCHBIC [IPOrpaMMbl M Opanamayep. Tem
CaMbIM Thl 00€30MMacHIIb ceds OT 3aKa4yKK BUPYCa HA TBOE YCTPOHCTBO;

3. llpn ucnonszoBanuun Wi-Fi orkmoun gyrkuuio "O0uwmii gocryn k daii-
naM ¥ npuHrepam". Jlannas GyHKUHS 3aKpbiTa 110 YMOJIYAHHMIO, OAHAKO HEKOTO-
pble 10JIb30BATEIH aKTHBHPYIOT €€ JUIsl y00CTBa MCIOJIL30BaHMS B padoTe HIIn
yuebe;

4. He wcnoapsyi nyOnuunsiii WI-FI pnd nepenaunm JuYHBIX JIaHHBIX,
HAIPUMED JUISI BBIX0/1A B COLMAJIbHBIC CCTH HIIH B JJICKTPOHHYIO [104TY;

5. Mcnonb3yii TosbKo 3amuiientoe coeaunenue yepes HTTPS, a ne HT'TP,
T.€. IpH Habope Beb-a/peca BBoAK uMeHHO "https:/";

6. B mobunenom Tenedone orkinoyun dynkimio "loakmouenne k Wi-Fi as-
TomMatuyecku'". He nomyckail aBToMarnyeckoro HOJAKIIOYEHUs] YCTPOMCTBA K ce-
1M Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTH

ConmanbpHble CeTH aKTHBHO BXOJST B HALLY KH3Hb, MHOI'HE JIIO/(H paboTaloT
M JKHBYT TaM IIOCTOsHHO, a B Facebook yske 3aperucrpupoBai MHJLIMAPA YCIIOBEK,
YTO SBJIAETCH OJHOH CeAbMOH BCeX KHTEJICH Iu1aHeTel. MHOIHE 1M0JIb30BaTEe) N HE
MOHUMAIOT, YTO MH(pOPMALMS, pasMEUICHHAs UMH B COLMA/IbHBIX CETAX, MOXKET
ObITh HaHJCHA M MCIOJIb30BaHA K€M YIOJHO, B TOM 4Hcile He o0s3areasno ¢ Osia-
MMM HAMEPEeHHSIMH.

OcHoBHbBIC COBETBI 110 0E3011aCHOCTH B COLMAIBHBIX CETAX:

l. Orpanuyp cnucok Jpysei. Y 1eds B JIpy3bsiX HE JIOJKHO ObITh Clydai-
HbIX U HE3HAKOMBIX JII0/IeH;

2. 3amMinait cBOKO 4aCTHYIO XU3Hb. He ykaspisaii naposiu, resiedorsl, ajipe-
ca, JlaTy TBOEIo POXKICHHS W JAPYIylo JHYHYI0 HHGOpMaLHIo. 310yMBIILICHHAKH
MOTYT MCII0JIL30BaTh Ja)ke HHMOPMALMIO O TOM, KaK Thl H TBOH POJIUTEIH TIJIAHH-
pyeTe MpOBeCTH KaHUKYJIbI;

3. 3amMiuai cBOKO peryTaluio - JICPKH ee B 4YUCTOTe M 3ajasail cebe BO-
poc: Xorell Obl Thl, 4YTOOBI JIpYTHE MOJIL30BATENN BHJIE/IH, YTO Thl 3arpyKaciib?
[Toxymaii, npexie 4eM 4To-T0 O11yOJIHKOBATb, HAIIUCATH U 3aIPY3UTh;



4. Ecnu TBI rOBOPHIIE C JIIOJIBMH, KOTOPBIX HE 3HACMIb, He UCIMOJIB3YiH CBOE
peaibHOe UMS M JPYIVIO JTMYHYI0O MHOOPMALIMU: UMS, MECTO JKUTE/IbCTBA, MECTO
yueObl U npoyee;

5. U306eraii pasmelienus dororpaduit 8 Uurepuere, rae Tol H300paked Ha
MECTHOCTH, 10 KOTOPOH MOKHO OIIPE/ICJIMTL TBOC MECTOIOIOKEHHE,

6. Ilpu perucrpaly B COLHAILHOK CeTH HEODXOMMO UCIIOJIL30BATD C/I0K-
HbI€ MTAPOJIH, COCTOSAIHE W3 OYKB U LH(P U C KOJIHYECTBOM 3HAKOB He MeHee §;

7. JIns couManbHOR ceTH, MOYThl ¥ JIPYIHX CalTOB HEOOXOMMO HCIIOJIb30-
BaTh pasHble napoJid. Toraa ecau Teds B3/10MAIOT, TO 3/10YMbIUUIEHHHKH 110J1y4YaT
JOCTYIl TOJIBKO K OJIHOMY MECTY. a4 HE BO BCe Cpasy.

DNeKTPOHHbBIE JICHBIH

DNeKTPOHHBIE JIEHLTH - 9TO OUeHb Y/100HbIH crocol rniarexei, 0JIHAKO Cy-
LIECTBYIOT MOILEHHUKH, KOTOPbIE XOTAT HOIYHHTh ITH JACHbIH.

DJNCKTPOHHBIC ACHBIM IOABHIINCH COBCEM HEJIABHO M MMCHHO M3-3a ITOrO BO
MHOT'MX IoCy/1apcTBax /10 CHX I10p HE POIIUCAHO [P0 HUX B 3aKOHAX.

B Poccuu ke oHH QYHKIMOHUPYIOT U O HUX YK€ [IPOIUCAHO B 3aKOHE, [J1e
MX pasJe/Al0OT Ha HECKOJIbKO BH/0B - aHOHMMHBIE M He aHoHuMHble. PasHuua B
TOM, YTO @HOHHMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcs MpoBOAMThL onepaluu 0e3
HIeHTH(PUKALHY 10J1b30BATEs, @ B HEAHOHUMHbIX HAeHTU(UKALIUS 110J1b30BaTEs
ABJASETCH 00s3aTE/IbHOM.

Taxxe cineayer pas3nuyarh IEKTPOHHBIC (PHATHLIE JICHBIH (paBHbI rocyaap-
CTBEHHBIM BajlOTaM) M JJIEKTpPOHHbIC HedHaTHbIe AEHbI'M (HE paBHbI rocynap-
CTBEHHBIM BaJIFOTaM ).

OcHoBHbIe coBeTHI 110 Oe30nactoi padore ¢ NIEKTPOHHBIMH JIEHLIAMH!

1. IlpuBsiku Kk cuery MOOMIIBbHBIA TejleoH. DTO cambli y100HbLIH U ObICT-
pbiii crioco0 BOCCTaHOBUTD JIOCTYI K cdety. [IpuBs3anubiii Tenedon noMoxer, ec-
an 3alyjiellb CBOM IUIATEKHLIA 11AP0JIL WM 3ai/lellb Ha CaluT ¢ HE3HAKOMOIO
ycTpoHeTsa;

2. Ucnonp3yi oaHopa3zosble napodu. llocine nepexoia Ha ycHiIeHHYIO aBTO-
pu3anuio Tebe yxe He Oy/er yrpoxkarh OracHOCTh KpaKu WIlM [1epexBara (Jiarex-
HOI'O MapoJis;

3. BbiGepu cioxublit naposb. llpecrynnunkam Oyaer He npocro yrajaarb
CIIOXKHBINA napoib. Hajexkubie napoiu - 910 napoiiv, KOTopble cojiepKar He MEHee
8 3HAKOB M BKIIOYAIOT B ce0st CTPOUHbIE W [IPONUCHbIE OYKBBI, IIM(PLI U HECKOJI b=
KO CMMBOJIOB, TAKME€ KaK 3HaK Jlojulapa, ()yHTa, BOCKIMULATE/IbHbIH 3HAK W T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMUHbIE JIAHHBIE HA CAlTaX, KOTOPLIM He JIOBEepsiellb.

DNeKTPOHHAs 1oYTa

9HBKTPOHHH$I moyrTa - 3TO TEXHOJIOIHA H IPEJOCTaBIACMbBIC CHO YCIIYT'H 110
[IEpPEeChUIKE U I0JYUYEHHUIO IEKTPOHHBLIX COODIEHUIH, KOTOPbIe paclpele/sitoTCs B
KOMITbIOTEPHOH ceTh. OOBIYHO JICKTPOHHBIH MOYTOBLIH SIIMK BbITJIAAAT CIEIY-
FOLMM 00pa3oM: UM noJib3oBarels@ums aoMena. Takxke Kpome rnepejiayu rnpo-
CTOr0 TE€KCTa, MMEETCs BO3MOKHOCTL Iepe/laBats (paiibl.

OcHOBHbIE COBETHI 110 O€3011acHON padoTe ¢ 2ICKTPOHHOM MOYTOMH:



I. Hamo BeIOparh mnpaBHiIbHBLIA IOYTOBBIH cepsuc. B uHTEpHETE €cTh
OrpOMHBIN BbIOOP GecIIaTHLIX OYTOBBIX CEPBUCOB, O/[HAKO JIyUllle J0BEPATL TeM,
KOro 3Haelllb U KTO MEePBLIi B peiTHHIE;

2. He ykasbiBail B 1M4HOI noure jnunyro uudopmainio. Hanpumep, nyuiie
BbIOpaTh "My3bIKalbHBINA _(anar@" wiu "pok2013" smecro "remal3";

3. Hcmosb3yit NBYXOTAlHYI0 aBTOPU3AIMIO. JTO KOIJA [OMHMO NapoJis
HYKHO BBOJAMTb KO/, MpUCELIaeMbli mo SMS;

4. BpiOepu c10KHBIH 11aposib. [ljis Kaxk/10ro no4ToBoro AMKa J101keH OblTh
CBOMH HAIEKHBIN, YCTOMUMBbIH K B3JIOMY 11apOJib;

5. Ecnu ecTb BO3MOXKHOCTH HAlMCATh CAMOMY CBOM JIMUHBIA BOIPOC, MC-
10JIb3YH ITY BO3MOKHOCTD;

6. Micrionp3yil HECKOJIBLKO NMOYTOBBIX SUMKOB. [lepBbiii jyis yacTHOH nepe-
IMUCKH C aapecaTtaMu, KOTOPLIM Tbl J0OBEpPsiellb, DTO JIEKTPOHHbIA aJipec He Ha/l0
UCIOJIb30BATEL NPH PErucTpalyy Ha (popymax M canrtax;

7. He orkpsbiBail Qaiiubl U JApyrue BIOKEHHUS B IHCbBMAX, JaKe eC/U OHH
NPUILIM OT TBOMX JIpy3eH. Jlyuine yrouynu y HUX, OTIPABISIM JIM OHH Tebe dTH
daitbi;

8. Ilocne okoHuanust paGoTel Ha [OYTOBOM CEpPBHCE II€pPEJl 3aKpbiTHEM
BKJIQJIKH C caliTOM He 3a0y/1b Haxarh Ha "Berittn".

KubGepOyinuHr uim BUpTyaibHOE U3/1€BaATEILCTBO

KubepOynuur - npeciejoBaiue cooOIEHHAMHU, COACPKALLUMME OCKOpOIIe-
HMsl, arPEeCCHIO, 3allyrHBaHHe; XYJIUIaHCTRBO; COIMaibHoe OOMKOTHPOBAHUE C TIO-
MOLLBIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHosHbIe coBeTsl 110 Gopube ¢ KubepOyIIHHIOM:

I. He Opocaiics B Goii. Jlyuwnit crioco6: nocoseroBathes kak ceOs BeCTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTUTbCS, TO BHAa4Yale YCIOKOUTHCH. ECIu ThI
HAYHEelLIb OTBEYaTb OCKOPOJICHUSAMHM Ha OCKOpOJIEeHMs, TO TOIBKO eule OoJiblie
pa3okIKellb KOH(IIUKT;

2. Ynpaginsii cBoeit knbeppenyralmei;

3. AHOHUMHOCTbL B ceTH MHuUMasi. CylecTByIOT crocoObl BbISSCHHTb, KTO
CTOUT 3a AHOHUMHbIM aKKayHTOM;

4. He crout Bectn Xynwurauckuii oOpa3 BupryalibHOH xu3Hu. HMurepHer
(GHUKCcHpyer Bce TBOM JCHCTBHA M COXpaHsieT uX. YaauuTh ux Oyier kpaiiHe 3a-
TPYAHHUTEJIBHO;

5. Cobroaaii cBOXO BUPTYAIBHYIO YECTh CMOJIOJLY,

6. Mruopupyil eauHnYHbli Heratus. O1HOpa30BbIe OCKOPOUTEIILHbIE CO00-
IICHMs JIydlle MIrHOpUpoBaTh. OOLIYHO arpeccusi NMpekpaniaercss Ha HavalbHOM
CTa/luH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUAMHU, B
COLMAIBHBIX CETSX eCTh BO3MOXKHOCTEL OJIOKMPOBKH OTIIPABKU COOOLIEHUI C Ollpe-
JIJIEHHBIX a/IpecoB;

8. Ecim T cBujieTenb kuOepOyinHra. TBou JeACTBHA: BBICTYIIUTL IIPOTHB
pecjejloBaTelis, oKa3aTh eMy, 4T0 €ro JACHCTBUS OLCHUBAKOTCH HEraTHBHO, I101-
JlepKaTh KEPTBY, KOTOPOH HYKHA ICHXOJIOrHYCeCKas MOMOIb, COOOIMHUTE B3pOC-
JBIM O (paKTe arpecCUBHOIO MOBE/ICHUS B CCTH.



MoGunbHbIN TeNehOH

CoBpemenHble cMapTHOHBI H [LUTAHILIETHI COJIEPXKAT B ceOe BIIOJIHE B3POCIIbL
(yHKUMOHAN, H TENEePh OHH MOI'YT KOHKYPHPOBATL CO CTAlMOHAPHLIMH KOMIIBIO-
repamu. OHAKO, CPE/ICTB 3aUMTHL YIS 110/100HBIX YCTPOHCTB 110KA OYCHL MAJIo.
TectupoBanue ¥ MOMCK yS3BUMOCTEH B HHX [IPOMCXOIHT HE TAK HHTEHCHBHO, Kak
A LK, To xe camoe kacaercsi 1 MOOHIILHBIX HPUJIOKCHHH,

Cospementbie MOOUIbHBIC Opay3epsl yKe NPAKTHYECKH JIOTHAIH HACTOIb-
HbI€ AHAJIOTH, OJIHAKO paciiMpeHue (PyHKIMOHaIA BiedeT 3a coboit 0olbLIyIO
CJIOKHOCTE H MEHBIUIYIO 3alHIIEHHOCTD.

Jlanexko He BCe I[POM3BOJIMTENM BbILYCKAIOT OOHOBIEGHMS, 3aKpbIBAIOIIME
KPUTUYECKHE YHA3BUMOCTH /U1l CBOMX YCTPOHCTB.

OcHoBHbIE coBeThI Ui 0e3011aCHOCTH MOOHIBHOIO TeredoHa:

Huuero e ssnsercs no-nacrosiemy Gecruiatusiv. Byjth octopoken, Bejb
Korja tebe npeasaraioT GecriaTHplii KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKue-
TO IJIATHbIE YCIIYTH,;

Jlymaii, npexze dem ornpasuts SMS, doro win Bugeo. Thl TOUHO 3HACUID,
rie oHu Oy/yT B KOHEYHOM HTore?

Heodxoa1MM0o 00HOBIISITE ONEPALMOHHYIO CUCTEMY TBOSTO cMapT(oHa;

HMcronp3yi aHTHBUPYCHBIE IPOIPAMMBI JUIS MOOUIILHBIX TENe(HOHOB;

He 3arpya¥i npHIoKeHHs OT HEM3BECTHOIO MCTOYHUKA, BEIAb OHM MOIYT
cojJiepXKaTh BPEAOHOCHOE MporpaMmmHoe obecriedenue;

Iocne Toro Kak Tl BeIH/CLIb C caiiTa, Ijie BBO/MII JIMYHYIO MH(DOPMALIKIO,
3ai/ln B HaCTpOHKM Opay3epa u yjanun cookies;

ﬂepuonuqecxn HPOBQPHF}, KaKHe IL1aTHRIC YCIYI'H AaKTHBHPOBAHbI Ha TBOEM
HomMmepe;

MaBaii cBoi HOMep MOOMIIBHOrO TeseOHa TOJNBKO JIOAAM, KOTOPBIX Thl
3HACLIb U KOMY Jl0Bepsiellib;

Bluetooth noiken ObiTh BbIKIIOHEH, KOIJIA Thl UM He nosb3yewmbes. He 3a-
ObIBail MHOTIa IPOBEPATH ITO.

Online urpsi

CoBpemeHHbIE OHJIAHH-HIPBI - DTO KpacOuHble, 3aXBaThIBAIOIIHE pa3Bicye-
HHA, OﬁbeﬂHHﬂ}OIuHe COTHH TbICsAY HEJIOBCK MO BCCMY MHPY. MFPOKH HCCIIC/YIOT
JaHHBIH UM MUp, 00LIAIOTCH JIPYT ¢ JAPYTrOM, BBIIOJIHAIOT 3aaHMs, CPAKAIOTCH ¢
MOHCTPAMH H M0JIY4alOT ONBIT. 3@ YAOBOJIbCTBUE OHM ILIATST: HOKYIAKT JIMCK,
OruUIa4YMBaroT aDOHEMEHT MJIM IPHOOPETAIOT KAKHEe-TO OILIHH.

Bce atu cpejicTBa wyT Ha NoJIePIKAHNE H Pa3BHTHE HIPbI, @ TAKKE HA caMy
63301’[&1C-HOC'l‘b: COBCPHICHCTBYIOTCH CHCTEMbI aBTOpU3AlluH, BBEIMTYCKAOTCA HOBBIC
nat4yu (UMQPOBBIE 3aIUIATKH /Ul IPOTPAMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1mojo0HBIX HMIpax CTOMT ONAcaTrbCsi HE CTOJLKO CBOMX COINEPHHUKOB,
CKOJIBKO Kpa)X¥ TBOEIro napo/isi, Ha KOTOPOM OCHOBAHA CUCTEMa aBTOPHU3alluu
OOJIBIIMHCTBA HIP.

OcHoBHBIE cOBETHI 110 6@30IIaCHOCTH TBOEI'O HIPOBOI0 AKKAYHTA:

1. Eciu apyroii urpok sejer ceds 1ioxo win cosjaer tebe HernpHsiTHOCTH,
3a0710KHPYH €ro B CIMCKE HIPOKOB;



2. IloxkanyHcs aIMHHHCTPATOPaM MIPbl HA II0XOE [0BEJEHHE 3TOr0 MIpo-
Ka, JKeJlaTre/ibHO MPUIIOKHThL KaKHe-TO J10Ka3aTe/IbCTBA B BUIC CKPHHOB:

3. He ykaspiBaii nmuunyio undopmaimio B npodaitie urpsi;

4. YBaxai Apyrux y4acTHHKOB I10 UIPE;

5. He ycranasinuBail HeouuHaNbHbIE IATYH U MOJLBI,

6. Mcrionp3yii Cil0kKHbIE M pasHble 1apoJiu;

7. Jlaxe BO BpeMst UIpbl HE CTOMT OTK/IIOYATh aHTHBUPYC. [loka Thl MIpa-
€lIb, TBOW KOMIIBIOTEP MOI'YT 3apa3HTh.

MUIIMHT MK Kpaka JIMUHBIX JaHHbBIX

OObI4HOM Kpazel JICHEer U JIOKYMCHTOB CErO/IHs YIKE€ HHUKOI'O HE Y/IMBHILIb,
HO C pa3sBHTHEM MHTEPHET-TEXHOJOIHH 3JI0YMBILIICHHUKMA [EPEMECTHIHCh B HH-
TEPHET, U IPOJI0JIKAIOT 3aHUMATHCS "TIOOUMBIM" J1e/IOM.

Tak nosiBujiach HOBasg yrposa: HHTCPHET-MOLUCHHHYECTBA WM (QHILMHT,
rjlaBHasi Ie/ib KOTOPOro COCTOUT B OJIy4CHHUH KOH(UICHIIMAIBHBIX JTAHHBIX [10J1b-
30BaTeNIeH - JIOruHoB M naposied. Ha anrimiickoMm sizpike phishing unraercs kax
(umnr (ot fishing - peiGuas joBis, password - naposn).

OcHosHble coBeTn! 110 fopude ¢ GummHrom:

1. Cienn 3a cBoMM akkayHTOM. ECIHM ThI 110/103peBaclib, YTO TBOS AHKETa
OblIa B3j10MaHa, TO HEOOX0AMMO 3abIOKHPOBATE €€ U COOOIMTH aAMUHHCTPATO-
paM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnone3yi Oe3onacueie BeO-caifThl, B TOM YKC/IE, HHTEPHET-MAra3HHOB H
IIOMCKOBBIX CHCTEM;

3. Ucnone3yi cinoxhele W pasHble naponu. Takum oOpazom, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBILIUIEHHUKH [10Jy4ar J0CTYIT TOJIBKO K OJHOMY TBOEMY IPO-
(U0 B CeTH, @ He KO BCeM;

4. Eciu Teds B310Manu, TO HEOOXO0MMO HIPE/LYIIPE/AUTh BCEX CBOUX 3HAKO-
MbIX, KOTOpble 100aBiIeHbl y Te0s B APY3bsiX, O TOM, YTO TeOs B3/loMalld U, BO3-
MOKHO, OT TBOEro MMEHHU OyAeT pacchlIaThCs CraM M CCbUIKH Ha (DUIIMHIOBbIC
CalThI;

5. YcranoBu HaaexkHbli naposb (PIN) Ha MmoOuibHBIA TeledoH;

6. OTkiioun coxpaHeHue napoJs B 6paysepe;

7. He orkpeiBail ¢dainbl v gpyrde BJIOKEHHS B NMUCbMax, Jame €CIH OHH
NPHILLIA OT TBOMX Jipy3eit. Jlydiie yTo4HH y HUX, OTIPABISUIN JIK OHU Tebe ITH
(haiine.

[ndporas permyTarus

I{ndpoBas pemyranus - 370 HEraTHBHAS WK [MO3MTHBHAS WH(OpManns B
cetd o Tebe. KomnpomeTupytomas uHpopmalus, pa3mMelientas B HHTepHere, Mo-
JKET Cepbe3HBIM 00pa3oM OTpPasMThCs Ha TBOCH peasibHOM xu3HM. "lludposas pe-
myTagusa” - 3T0 TBOH UMUK, KOTOpRIH (Gopmupyercs n3 uHpopmaiumn o tede B
MHTEepHeTe.

T'Boe mecTo xuTenberBa, yuedbl, TBOE (PUHAHCOBOE [10JI0IKEHUE, 0OCOOEHHO-
CTH XapakTepa U paccKa3bl 0 OJIM3KHUX - BCe 9TO HAKAIJINBACTCS B CETH.

MHorue nojpoCcTKH JerkOMbICICHHO OTHOCSHTCS K [1yOJMKaLMK IMYHON UH-
¢opmauuu B Murepuere, He NOHMMas BO3MOMKHBIX nocacactsuid. Thl aaxe He



CMOKellb J10rafaThes 0 ToM, 410 Qororpadus, pa3melleHHas 5 1er Hasal, crajia
NPHYMHON OTKa3a 1puHAThL Teds Ha paboTy.

KommenTapuu, pasmeuieHue TBOMX dororpamii u jpyrie AeHCcTBAS MOTYT
HE MCYE3HYTh JaXKe I0C/Ie TOr0, KaK Tkl UX y/lalullib. Thbl HE 3HACHIb, KTO COXpa-
HHJI 3TY MH(POPMALMIO, 11011a/1a 1Y OHA B [IOMCKOBbIC CHCTEMBI M COXPAHMIIACH JIU
OHa, & MIABHOEC: YTO NMOAYMAIOT O Tede OKpYyXkKalolKe JII0/IU, KOTOPbIe HAHAYT H
yBHAAT 910. Haiftn uHpopManuio MHOTO JeT CiycTs cMokeT odoil - Kak U3 J100-
pbiX M0OYKAEHHH, TaK U C HAMEPEHHEM [IPUYUHUTL BPel. DTO MOKET ObITh KTO
YTOIHO.,

OcHOBHBIE COBETHI 110 3aluTe HH(POBOI pernyTaluu:

1. IMoxymaii, npexcie uem 4To-T0 My0IMKOBaTh K Nepenasarh y ceds B Giore
HIIH B COLIHAJIBHOH CCTH;

2. B nactpoiikax npoduis yCTaHOBH OrpaHHHEHHs HAa MPOCMOTP TBOETO
Npo(uIs U ero COACPKUMOro, ClieIail ero ToIbKO st apyseit";

3. He pasmewail u He ykasbiBail HHGOPMALIMIO, KOTOPasi MOXeT KOro-in6o
OCKOpPOIATE WK O0UIKATD.

ABTOpCKOE IPaBo

CoBpeMeHHBIC IKOJIBHMKH - AKTHBHBIC 110J1b30BaTe/M M(POBOIO Mpo-
crpaHcTBa. O1HAKO a1eKo He BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMH BO3MOKHO-
CTAMHM LUppoBOro Mupa tpedyer coOIOAeHHs NIPAB HA MHTEILIEKTYAIbHYIO CO0-
CTBEHHOCTD.

Tepmun "unrtesnnexryanbHas cOOCTBEHHOCTE" OTHOCHTCS K Pa3/InYHbBIM TBO-
pPEHUSIM YeJI0BEYeCKOro ymMa, HauMHash ¢ HOBbIX M300peTeHMd M 3HaKoB, 0003Ha-
YaloIMX COOCTBEHHOCTH HA NPOJAYKTBI H YCJIYI'H, M 3aKaH4MBasi KHHIamu, GoTo-
l‘pal’plf‘l}!MH, KHHO(l)HJle'dMH H MY3bIKAJIbHLIMH ITPOHU3BC/ICHHUAMH.

ABTOpPCKHE IIpaBa - 3TO IpaBa Ha MHTE/UICKTYAIBHYIO COOCTBEHHOCTL Ha
IIPOU3BEACHHS HAYKH, JIMTEpAaTypbl H MCKYyCCTBA. ABTOPCKHE [1paBa BbICTYNAIOT B
Ka4yeCTBE rapaHTHH TOT0, YTO HHTE/UIEKTYa/IbHbIA/TBOPYECKHI TPY/1 aBTopa He Oy-
JIET HAMPACHBIM, JIaCT €My CIIPABEJUIMBbLIE BOIMOXKHOCTH 3apadoTaTh Ha pe3yJibTa-
TaxX CBOEro TPYy/la, MOJYYUTh U3BECTHOCTL M npusnanue. Hukro Ge3 paspeleHHs
aBTOpa HE MOJKET BOCIPOM3BOJIUTEL €0 [POU3BEAEHHE, PACIIPOCTPAHITh, My0/11y-
HO JCMOHCTpHpOBaTh, lIpojdaBaTk, HMIIOPTHPOBATL, I1YCKATL B IIPOKAT, Il)"GJlVI"llIU
MCIOJIHATD, [T0OKA3BIBATL/UCIIONHATE B 2Qupe 1K pasMelnars B MnrepHere.

Hcnonp3oBanue "nuparckoro” 1nporpaMMHoro obecrieyeHus: MoxKer [puse-
CTH K MHOTMM PHCKaM: OT IIOTEPH JIAHHbIX K TBOMM aKKayHTam j10 OJOKMPOBKH
TBOETO YCTPOKMCTBA, I/le yCTaHoBJeHa HejerajibHas nporpamma. He crour Takxe
3a0bIBaTh, 4YTO CYLIECTBYIOT JlerajlbHble M OeclIaTHBIE [POrpaMMbl, KOTOpbIe
MOJKHO HalTH B CCTH.

O noprane

CereBHUOK.p( - TBOH IVIaBHBIH COBCTYUK B CCTH. 31ECh Thi MOKEUIL Y3HATD
0 0€e30IaCHOCTH B CETHU MOHATHLIM M JIOCTYITHBIM S3bIKOM, @ IIPH BO3HMKHOBEHUH
KPHTHYECKOH CHTyaluHMH OOpaTHTLCi 3a COBETOM. A TaKkKe IPHHATH y4yacTHE B
KOHKypcax M CTaTh CaMbIM HHQPOBLIM I'PaXKIaHUHOM!



